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Logon Positive flow:

ePayIT Security
User ID/Org ID

who am |, what can 1 do? Example
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Internet security

Security Validation
Flow

1. User entersLogin
information on initial
screen

2. Validate User ID
against active User 1Ds

3. Update error counts,
check error cutoff,
display error message

4. Disable User ID,
break User ID link to
ePayl T

5. Validate Password
against User ID Data

6. Validate Secret Word
against User |D Data

7. Establish
Organization
Association of User 1D

8. If morethan one Org
1D association,
ask which to use

9. Validate response,
establish roles

10. determine need for
certificate

11. validate certificate
assigned to User-1D

12. determine need for
token

13. request token
information

14. validate token

15. determine functions
for roles,

determine active status
of todo objects

16. display todo screen
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Logon Assignment of Org / Roles / Authorities Example:

ePayIT Security
User ID/ Org ID

Assignment of Org / Roles / Authorities Example

1. Validate User 1D

2. Find Organizations Linked to User 1D

3. Find Roles Assigned by Organization to User |
4. Accumulate Authorities Granted to the User |
(establish any special security required)

: ID unique to a user, i
User ID €4f—— cannot be used without Org|D <
Organization Associations !
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Logon Error Flow:

ePayIT Security

Logon Error Handling
counts and timeouts. Example

e
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Security
Audit

Security Error
Handling

1. User entersLogin
information on initial
Screen

2. Test |P not closed

3. Test UID not closed

4. Does UID Exist?
(Y=zero port cnt)
(N=increment port cnt)

5. Port ErrorsHigh?
(Y=close port)

(N=retry message)

6. Processerror condition.

7. perform security action

8. store and access status

9. log errorsand security
actions

10. PW valid for UID?
(Y=zero PW cnt)
(N=increment PW cnt)

11. PW ErrorsHigh?
(Y=close UID)
(N=retry message)

12. Sw valid for UID?
(Y=zero SW cnt)
(N=increment SW cnt)

13. SW ErrorsHigh?
(Y=close UID)
(N=retry message)

14. Establish Org ID &
need for cert / token

15. Need cert?

Security  |Y = Cert Valid for UID?

(Y=zero cert cnt)

: % :S?;NZW/ Sw : (N=increment cert cnt)

: sécurity dats i |116. Cert ErrorsHigh?
13, opensclosed : | (Y=closeUID)

 freris i | (N=retry message)

!4, actsonsystem | 17. Need token?

Pattack pause  + |'Y = token Valid for UID?
R e e ' | (Y=zerotoken cnt)

20 Auto Reset / Attack Detector
periodic job

| 1. resetsitems closed by sequential
18 | errorsafter N hours

2. does not reset items closed by

accumulated errors

3. resets accumulated errorsif not

excessive after M hours

5. pauses system for overall errors

(N=increment token cnt)
18. token ErrorsHigh?
(Y=close UID)
(N=retry message)
19. display todo screen
20. Periodic Auto Reset /
Attack Detector process
21. Security Roleto:

4. closes items for accumulated errorsif a) reset UID, PW, SW,
not already closed by on-line Security cert, token, Port

b) handle security alerts
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Security Levels:

0 |1 |2 |3 [4 |something
User ID . . . . . Y ou know
Password . . . . a Y ou know
Secret word . . . . Y ou know
Certificate : : Browser has
Token . . Y ou have
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